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ontrol and telemetry systems enable remote
monitoring and control of process variables
and system equipment. While such automation
systems play an important role in the operations
of modern water and wastewater treatment facilities, they add another level of complexity to system
designs.

Simplicity
A control system that is simply made is not necessarily simple to operate and maintain. Simplicity
is in the eye of the user, not the designer. A system
that provides more information about the system
it is controlling and monitoring in conjunction
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with information about the status of the control
and monitoring equipment will be a more simple
system to the user. In the case of controls, the more
system information locally available to the operator, the easier it is to operate and troubleshoot the
system.
Making an automation system simple is easy.
First and foremost, the selected technology or
product should be made for the application. Such a
system is usually easier to operate and has built-in
diagnostic features. Maintenance-free or low-maintenance technologies are highly desirable, but quality equipment is essential. Each of these aspects
will save operators time and money.
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Although most systems provide basic instructions, they often omit key troubleshooting diagnostic tools. Knowledge of such tools can help an operator quickly find and fix a problem, using either
the process being controlled or the control and
monitoring equipment itself. Two other important
preventive maintenance measures include updating
existing systems to include more information and,
if feasible, adding an operator interface capable of
displaying system and diagnostic information at
every site. Operator interfaces are an efficient way
of presenting large amounts of system data.

Reliability
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Reliability is key to simplicity; equipment that
is working properly is always easier to operate.
The cardinal rules for making a control and telemetry system more reliable are similar to those of
simplicity. Operators should select a maintenancefree or low-maintenance technology made for the
application. One common system design mistake
that introduces a high risk of failure is using a PC
as the master telemetry or main control unit. These
devices have become more reliable in recent years
through better operating systems, but they still
have a much higher failure rate than a dedicated
master telemetry unit or controller. A system de-

sign that depends on a PC for telemetry and control
is subject to much lower reliability. The PC system
should be used only as a window to the process
that is monitored and controlled.
Good electrical grounding practices always
should be practiced when installing the system,
being careful to shield, correctly ground, and
isolate low-voltage signal wires from those that
carry high currents. Poor installation practices
account for more than 90% of electronic equipment failures. All conduits connected to the electrical control panel should be sealed — especially
those located near high moisture or corrosive or
explosive gases.
Running equipment at maximum capacity
also leads to premature failure. Such operation
usually causes heat, which can damage or reduce
equipment life. To avoid overloading equipment, operators should make sure the selected
equipment has spare capacity. This is especially
important for power supplies, transformers,
and contacts. Finally, motor starter equipment
rated by the National Electrical Manufacturers
Association (NEMA; Rosslyn, Va.) should be
required. The NEMA rating standard provides
for more heavy-duty use and capacity than other
popular standards. Tests show that this extra ca-

This diagram depicts the basic categories of components used in automation from the process
sensor to the device that is controlled. When developing a control or monitoring system, equipment
must be selected for use in each category. All of these components must work together to perform
the required functions.
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pacity typically can double and sometimes even
quadruple a motor starter’s life expectancy.
Environmental conditioning must be considered
when placing electronic equipment in very cold or
hot environments that can exceed the equipment’s
rated operating range. High heat and below-freezing temperatures can cause permanent damage or,
at a minimum, greatly reduce system component
life and system reliability. Good panel design also
should include a heater for condensation protection in environments with high humidity. Airborne
moisture that condenses on electronic circuits will
cause electronic shorts and equipment corrosion
and oxidation, shortening the operating life of the
system.

Redundancy
Planning for possible equipment failure is
an often overlooked element of system design.
Every piece of equipment eventually will fail, so
it is important to evaluate the user’s risk tolerance for specific types of failure. System design
is the most common way to mitigate this failure.
In case of failure, operators should have a contingency plan that includes an idea of what they
want to happen and when, enough information
to troubleshoot the system, an alternative means
of operating the system, and the ability to use
other available sensors to operate the system in
skeleton mode.
If a backup system is to be used for missioncritical operations, it should be based on a different
technology, where possible. Otherwise, the backup
system may be susceptible to the same conditions
that damaged the primary system. For instance, a
submersible level sensor can be used as a backup
to an ultrasonic level sensor. If foaming occurs in
the wet well, the ultrasonic level sensor will fail,
but the submersible sensor will continue to work.
Operators should routinely check backup system
operation to ensure that it is still available if a primary system failure occurs. A simple switch can
be used to disable the primary system and engage
the backup system. A reset button will re-engage
the primary system.
System reliability usually can be improved, regardless of a system’s age. Operators can monitor
any problem, whether it is in or out of their control.
Many types of sensors are available to monitor
virtually any kind of condition. If the potential
problem — including such factors as incoming
power levels, high turbidity concentrations, and
phone-line availability — is out of the operators’
control, they can monitor it. If it is in their control,
such factors can be monitored and backed up.
Mission-critical functions should be monitored and
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include a status indication of operation. Sometimes,
components designed to protect other equipment
from damage can be damaged themselves and thus
prevent mission-critical equipment from operating,
even though conditions exist that should allow
operation.
In this case, a bypass switch should be installed that can prevent a nonessential malfunctioning component from inhibiting operation. For
example, even if the power is okay, a pump will
not operate if the power monitor that protects
its motors from high and low voltage and phase
problems fails. (In this case, if a bypass is used,
the operator will be responsible for ensuring that
the power is okay.)
An existing or new control and telemetry system should include several basic items, such as
grounding, surge protection (for incoming power,
inputs and outputs, and radio and phone lines),
power monitoring (for voltages and loss of phase),
and thermostatically controlled condensation and
freeze protection. All should be checked periodically. Control system indicators, selector switches,
push-buttons, and resets also should be easily
accessible, ideally on the front of the panel. If possible, new panels should be constructed to enable
easy access to mounted components and unused
space, enable future modifications, and enhance
serviceability.
To keep a control and telemetry system serviceable, operators should consider purchasing
the entire system from a single supplier. They
also should ensure that wiring diagrams are
available, complete, accurate, and accessible. In
addition, operators should have documentation
of system summaries, product manuals, and
bills of materials. For software-based products,
operators should ask the supplier to provide
them with a copy of the configured software.
Depending on the critical nature of their system,
a licensed copy of the programming software
may be warranted.
Perhaps the most important thing to keep in
mind when designing a control and telemetry system is that what may be right for one customer will
not necessarily work for another. A control system
specialist can help tailor a control and telemetry or
supervisory control and data acquisition system design to the user’s requirements and risk tolerances.
Troy A. Hertog is western regional sales manager for Control Systems Products at Siemens Water
Technologies (formerly USFilter; Warrendale, Pa.)
and is based in Vadnais Heights, Minn. He has been
in the water and wastewater process control industry
more than 25 years.
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